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PAPER IV- CYBER CRIMES
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INSTRUCTIONS TO CANDIDATES

1.
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The questions to be interpreted as given and no clarification can be sought from
the invigilator.

. No printed or handwritten materials / mobile phone / electronic devices will be

allowed in the hall.

. All questions carry equal marks (15 each).

. Answer any six questions, only the first six questions will be marked.

. Answers without Question numbers will not be marked.

. Short notes not to exceed 150 words, Long answers not to exceed 500 words.

. Imaginary case laws used in the answer will result in striking of the answers in total.

ANSWER ANY SIX OF THE FOLLOWING QUESTIONS ONLY

1.

2.

Define what is a “crime” and discuss various stages of commission of a crime.

Discuss whether watching porn material on the internet is an offence? Explain the law relating
to it and forward your suggestions as to blocking porn in India.

An army officer used to post messages in his face book account about Miss Hema an Indian
Film Actress. Some messages were suggestive of the fact that he is interested in marrying her
if she divorces her husband. Hema objected to this kind of posts. Then he started writing
emails to her husband saying Hema is an unfaithful wife and she should be divorced. Discuss
whether the officer had committed any cybercrime quoting relevant provisions and decided
cases.

Write short notes on the following:

a. Parliament attack case
b. Hacking
c. Identity Theft

A) Mr.Obar Babu posts an online video on "How to diffuse a bomb" The video in the first part
shows how bombs are assembled and thereupon he goes on to demonstrate how to diffuse
and says it is a valuable training for those who find bombs in their neighborhood.- Will this be
considered as a cyber-crime ? Explain your response with relevant legal provisions and
analysis

B) Ms.Shakuntala runs a blog in the internet. In the blog she is very critical of those who do not
have patriotic values. She lists that every citizen has to undergo a patriotic test with
designated psychiatrists by the Government. If anyone fails they should be paraded naked,
imprisoned and even be given death penalty - Will this post be considered as a cyber-crime
based on hate speech? Elucidate your stand with relevant legal provisions.



. Write short notes on the following

a. Liability of intermediaries with the help of Avnish Bajaj's case (10 MARKS)
b. CYBER SECURITY ( 5 MARKS)

Mr.Ravi posted a letter to 6 employees of ECIKL Company Ltd. He stated in the letter that “
the General Manager of the Company is a big cheater and fraudulently earned crores of
rupees”. Discuss whether Ravi committed any crime with the help of relevant law and cases.

. Write short notes on the following:
a. Powers of police officers under IT Act

b. Confiscation
c. Inchoate offences
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